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Abstract We have developed new atomic patterns for faster elliptic curve scalar multiplication by rearranging
field arithmetic and removing some unnecessary dummy operations. Atomicity concept is an alternative method to
protect the algorithm from simple side-channel analysis. In contrast to previous results that used only one atomic
pattern, we present the advantages of using more than one pattern and also introduce a usage of two atomic patterns

for left-to-right binary scalar multiplication. As a result, cost per bit of when computing scalar multiplication is

reduced by 1.36% if our new patterns are used.
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1. Introduction

Side-channel attack, threat in which adversaries observe
information leakage via physical devices, has become serious
concerns and increasingly gained much attention in cryptog-
raphy. Countermeasures against this kind of attack are ex-
tensively being studied, and many algorithms have already
been proposed.

Chevallier-Mames, Ciet, and Joye [1] introduced a concept
of atomicity to prevent simple side-channel attack. They di-
vided each process into small blocks of instructions called
side-channel atomic block. FEach block was made identical
so that it appeared to be indistinguishable by side-channel
analysis.

Side-channel atomic block was improved once by Longa
and Miri[2] to lower the cost and was made suitable for

binary-ternary base scalar multiplication involving point

Side-Channel Analysis, Atomic Block, Elliptic Curve Cryptography

tripling. Giraud and Verneuil [3] further improved atomic
block for right-to-left binary scalar multiplication used in
embedded devices.

We studied the atomic patterns proposed in[1]~[3] and
found that some dummy operations could be removed with
neither losing its nice property of indistinguishability nor
weakening its security. In this paper, we introduce three
new atomic patterns for three different contexts.

Our first contribution is new atomic patterns for binary
left-to-right scalar multiplication. These patterns are de-
signed for general point doubling and mixed point addition.
Unlike in all of the previous works, we no longer use just only
one pattern. In other words, we introduce an idea of using
two patterns together. These two patterns are executed al-
ternately so that they reveal no differences of which point
operation is being computed. With our new patterns, 1.36%

of a cost per bit of when computing scalar multiplication can
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be decreased.

Our second contribution is new atomic patterns for binary
right-to-left mixed coordinates scalar multiplication in em-
bedded devices.

point doubling in modified Jacobian projective coordinates

That is, scalar multiplication computing

and general point addition in Jacobian projective coordi-
nates was considered. We also investigated the possibility
to profit from trading field multiplication for field squaring
in the resource constrained environment. Again, we intro-
duce a usage of two patterns for this situation which can
reduce 0.22 — 0.65% of a cost per bit of when computing
scalar multiplication.

Our third contribution is new atomic patterns applicable
to binary-ternary base scalar multiplication involving point
tripling. We examined atomic structures proposed in [2]
and found that they could be more compact. As a result
of rearranging those field operations, as well as converting
some operations into another, we successfully reduced four
dummy field negations for point doubling, one non-dummy
and five dummy field negations for point addition, and two
non-dummy and six dummy field negations for point tripling.

To summarize, we propose new atomic patterns for the
following cases:

e Left-to-right binary using general point doubling and
mixed point addition

e Right-to-left binary using modified Jacobian projec-
tive coordinates point doubling and general point addition

® Special case scalar multiplication when a = —3 (also
applicable to binary-ternary base)

Our first two contributions are for scalar d represented as
binary number. Thus, point arithmetic operations involved
are point doubling and point addition. On the other hand,
our third contribution is for scalar d either represented as bi-
nary number or double-base chain using mixed power of two
and three. Hence, point arithmetic involved might include

point tripling if double-base chain representation is used.
2. Preliminaries

2.1 Elliptic Curve Cryptography
An elliptic curve F over a field K is defined by the equation

y2+a1xy+a3y=x3+a2x2 + a4z + ag (1)

where a1, a2,as3,a4,a6 € K.

If prime field is used, equation (1) can be simplified to
v =z +ax+0 (2)

where a,b € K, and A = 4a® 4 27b% & 0.
Scalar multiplication, the operation that computes [d]P =
P+ --- 4+ P (d times) for a given point P on the elliptic

curve E and a secret scalar d, is one of the main operations

in elliptic curve cryptography. A commonly used method to
compute scalar multiplication is double-and-add algorithm
which consists of two point arithmetic operations, namely,
point doubling and point addition. If the scalar d is expressed
in double-base chain representation [4] [5] using mixed power
of two and three, algorithms computing scalar multiplication
also involve another point arithmetic operation called point
tripling.

2.2 Point Arithmetic Operation

2.2.1 Doubling in Jacobian Coordinates

Let P, = (Xl,Yl,Zl) be a point in Jacobian coordinates
on the elliptic curve E. Point doubling [2]P1 = (X2, Y2, Z2)

can be computed as follows:

XQ = a% — Qﬁz, Y2 = az(ﬁz — Xz) — 8Y14, Zz = 2Y121

where as = 3X? + aZy, B2 = 4X1 Y

The cost of point doubling is 4M + 65 where M and S are
cost of field multiplication and field squaring respectively. In
a special case of a = —3, a2 can be computed more efficiently

as follows:
3XT +aZt =3(X1 + ZD) (X1 — Z1)

We shall refer to point doubling that uses the above equa-
tion as fast point doubling. Accordingly, the cost of fast point
doubling is decreased to 4M + 4S.

2.2.2 Addition in Jacobian Coordinates

Let P, = (X1,Y1,Z1) and P> = (X2, Y2, Z2) be two points
in Jacobian coordinates on the elliptic curve E. Point addi-

tion P3 = (X3,Y3,Z3) = P1+ P, can be computed as follows:

X3 =0 — B3 — 2X123563,
Vs = as(X12585 — X3) — Y1253
Z3 = 7172253

where az = Y273 — Y173, B3 = XoZ? — X173

Thus, the cost of point addition is 12M + 4S.

2.2.3 Addition in Mixed Jacobian-Affine Coordinates

Cohen, Miyaji, and Ono [6] introduced a computation in
mixed coordinate systems. Addition in mixed Jacobian-
affine coordinates or mized point addition is computed by
adding one point in Jacobian coordinates to the other point
in affine coordinates.

Let P = (X1,Y1,71) and P, = (X2, Y2, Z2) be points on
the elliptic curve F in Jacobian and affine coordinates re-
spectively. Point addition P3 = (X3,Y3,Z3) = Py + P2 can

be computed as follows:
Xs = a3 — B3 — 2X153,
Vs = a3(X183 — X3) — Y135
Z3 = Z133



where a3 = Yo Z3 — Y1, B3 = XoZ7 — X,

Since point P» is in affine coordinates which has its Z co-
ordinate or Z, equals to 1, computing Z3, Z3, 7122, X173
can be omitted. Hence, the cost of mixed point addition is
reduced to 8M + 3S.

2.2.4 Tripling in Jacobian Coordinates

Let P. = (X1,Y1,Z1) be a point in Jacobian coordinates
on the elliptic curve E. Point tripling [3|P1 = (X3, Y3, Z3)

can be computed as follows:

X3 = 8Y12(ﬁ3 —ag) + Xlwgy
Vs = Yi[d(os — Bs) (285 — as) — w3),
Z3 = 2Z1w3

where as = 0Osws, B3 = 8Y14, 03 = 3X12 + aZ{l7 w3 =
12X,Y2 — 602
The cost of point tripling is 9M + 7S. Again, in a spe-
cial case of a = —3, 03 can be computed more efficiently as
follows:
3XT +aZt =3(X1 + Z1) (X1 — Z7)

We shall refer to point tripling that uses the above equa-
tion as fast point tripling. Therefore, the cost of fast point
tripling is decreased to 9M + 5S5.

2.3 Side-Channel Analysis

To break the cryptosystem, apart from investigating math-
ematical or theoretical weaknesses of the algorithms, there
exists another type of attack which analyses information
leakage through physical devices. This kind of attack is re-
ferred to as side-channel attack or side-channel analysis or
SCA.

Stmple SCA refers to processes where only a single input
is used to obtain side-channel information and to derive the
underlying secret. Differential SCA, on the other hand, uses
several inputs together with statistical techniques to analyse
patterns observed from the leakage.

Chevallier-Mames, Ciet, and Joye [1] proposed a method to
prevent simple side-channel analysis. Instead of making all
the processes indistinguishable from one other, they rewrote
those processes in forms of sequences of indistinguishable
blocks of instructions or side-channel atomic block. Dim-
itrov, Imbert, and Mishra [5] derived new formulas for (con-
secutive) point tripling(s) and also showed the atomic pat-
terns for those formulas. Longa[2] further improved those
patterns. Giraud and Verneuil [3] introduced atomic pat-

terns for embedded devices.
3. Overlapping Atomic Block

It has previously been described in [3], [7] that if using ran-
dom curve isomorphism as a countermeasure for differential

SCA, it is not possible to use fast point doubling because

value a is random. This implies that general point doubling
must be used instead. After examining the general point
doubling and mixed point addition formulas, we observed
that the number of field multiplications plus field squarings
in those two formulas differs by one and the total number of
field operations differs by four.

To be more precisely, general point doubling requires 4
field multiplications, 6 field squarings, 13 field additions, and
3 field negations which sum up to 26 field operations; mixed
point addition requires 8 field multiplications, 3 field squar-
ings, 7 field additions, and 4 field negations which sum up to
22 field operations. Because field squaring can be computed
using field multiplication, we first focused our attention to
the sum of field multiplication and field squaring necessary.
By replacing some field squarings by field multiplications, it
is possible to rearrange field arithmetic operations of gen-
eral point doubling and mixed point addition into similar
sequences.

Another important observation that we noticed was mixed
point addition is never consecutively computed twice. In
other words, mixed point addition never follows mixed point
addition. It always follows general point doubling. Also,
scalar multiplication never starts with mixed point addition.
It always starts with general point doubling.

Since the total number of field multiplications plus field
squarings is nearly but not exactly the same, we did not
want to add any extra field multiplications to make both
formulas have the total number of field multiplications plus
field squarings equals. Instead, we defined two atomic pat-
terns having the number of field multiplications plus field
squarings equals to 10 and 11. We shall refer to as pattern
1: M + S =10 and pattern 2: M + S = 11 respectively.

It is obvious that general point doubling can be expressed
by using either of those patterns because the total number
of field multiplications plus field squarings required for point
doubling is 10 and either of those patterns has at least 10.
However, mixed point addition cannot complete its compu-
tation unless it uses pattern 2 having M + S = 11.

Due to the fact that mixed point addition is never com-
puted consecutively, that is, mixed point addition is always
computed after general point doubling, the M + .S = 11 pat-
tern is never needed for two consecutive blocks. In this way,
we can simply use those two patterns alternately. Figure 1
(Top) illustrates the idea of using two patterns alternately.

If general point doubling is executed using pattern M +S =
11, we would use that extra field multiplication to compute
one multiplication from mixed point addition formula as if
mixed point addition is really executed afterwards. In a
lucky case where mixed point addition is computed after-

wards, we waste no computation. In a not-so-lucky case
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where mixed point addition is not computed afterwards, we
waste one ahead-computation of field multiplication. Figure
1 (Bottom) illustrates the idea of ahead-computation if point

doubling executed using pattern M + S = 11.

< DBL —-=—ADD —>=-DBL —==— DBL —><-ADD -=— DBL —=<-DBL -=—ADD —

< DBL —==—ADD —>=-DBL —==— DBL —><-ADD -=— DBL —=-DBL -=—ADD —

1 (Top)Using two patterns alternately
(Bottom)Computing ahead if doubling using M + S =11

Table 1 shows the atomic patterns for general point dou-
bling both pattern 1 and 2. These two patterns are quite sim-
ilar for point doubling. The atomic pattern 1: M + S = 10
consists of 29 field operations while the atomic pattern 2:
M + S = 11 consists of 30 field operations. The differ-
ence between these two patterns is at the last field oper-
ation shown in parenthesis. That is, pattern 1 does not
contain this operation. Please note that the last operation
(Ts = To x Z1 = Y2Z1) is for mixed point addition. If mixed
point addition is not performed afterwards, this values would

be discarded. In our patterns, x indicates dummy operations.

# 1 General point doubling
Input: P = (X1,Y1,21)
Output: 2P = (X2, Y2, Z2)

T1 (—Xl, TQ(—Yl, T3<7Zl
Ty = T xD T3 =Ty X T3 (Y127)
Ty = T3 (vd) Ty = Ty + Ty ax1vP) =8
* T7 = -T7 (=8)
Te = Tq + T4 (2x%) T3 = T3+ T3 (2Y121 = Z3)
Tr = T3 %) Ty =T7 +T7 (=28)
Ty = Ty X Ty (z$H) T) =Ty + Tg (a2 — 28 = Xo)
T7 =ax Ty (azf) Te =T + 17 (X2 = 8)
* Te = —T¢ (B = X2)
Ty =Ty + Tg (3x32) Ts = T2 59
Ty =Ty + T7 (o)  *1 Ty =Ty X Tg (e(B = X2))
Tg = T3 (a?) Ts = Ts5 + T5 @y
Ty =Ty xTs  (X1YP) Ts=Ts +T5  (4Y{)
* Ts =T5 + 715 (8vh)
T7 =T7 + T7 (2x1YP) Ts = —Ts (—8Y{)
Ty = Ty + T (Yo) *2
(Tg = Ty x Z1)  (Y221)

#1:3X? +azf = o %2 a(f — Xa) — 8Y{ = Ya

Table 2 shows the atomic pattern for mixed point addition
using pattern 1: M 4S5 = 10. Due to the fact pattern 1 and 2
are used alternately and there is no consecutive mixed point
additions, the previous operation before this mixed point
addition using pattern M + S = 10 must be general point
doubling using pattern M 4+ S = 11. In this case, the ahead-

computed value Y>Z; in the previous general point doubling

will be used in this atomic block of mixed point addition.
Table 3 shows the atomic pattern for mixed point addition
using pattern 2: M 4+ S = 11. In this case, mixed point
addition can complete its computation within its block. No
value from previous block is used. In fact, there is no ahead-
computation in the previous block because operation that
comes before mixed point addition using pattern M +S5 = 11
is general point doubling using pattern M + S = 10 which

has no extra field multiplication.

# 2 Mixed point addition using pattern 1: M + S =10
Input: P :(X]_,Yl,Zl), PQZ(XQ,YQ,I)
Output: P3 = (Xg, Yg,Zg) =P+ P

T <—X1, T2<—Y1, ER A
Ty X2, T5+ Yo
Ty = T3 (z3) Tg = Ty X Ty (-8%)
Ty =Ty X T7 (X223) T7 =Ty + Ty (a?-p3-Xx18?)
Ty =-T1 (=X1) *
Ty =T1 + Ty B) =1 T7 =T + T7 (X3) =3
Tg = T} (82) T =Ty + Ty (X3 — X182)
Ty = Tg x Ty (218 = Z3) *
Tg = Tg x T (v22%) *
Ty = =Ty (=Y1) T, = —-T1 (X182 — X3)
Tg = To + Tg () 2 Ts = Ty x Tg (a(X18% — X3))
* Tg = Ty x Ty (v18%)
T; = T (a?) *
Ty =Ty x Ty (—x182) *
Tg = =Ty (-82%) Tg = =Ty (-v18%)
T7 =T+ T7 (a? = x18?%) Ty = T5 + Ty (Yz) =4
*
*1:XoZ2 — X1 =8 ¥3: a2 — B3 —2x,82 = X3
*2:YpZ} — Y] = a w4 a(X182 — X3) — Y183 = v3

According to [3], they assumed the cost of field operation
to be A/M = 0.2 and S/M = 0.8, and they also used NAF
representation, i.e., n-bit scalar having an average Hamming
weight of n/3. Thus, it implies that point doubling is exe-
cuted n times and point addition is executed n/3 times. With
these assumptions, the best average cost per bit to compute
left-to-right scalar multiplication is 17.7M [3].

Our proposed atomic pattern 1: M 4+ S = 10 consists
of 7 field multiplications, 3 field squarings, 13 field addi-
tions, and 6 field negations. Thus, the cost per one block is
(Tx1M)+(3%x0.8M)+ (13 x0.2M)+ (6 x0.1M) = 12.6 M.
Our proposed atomic pattern 2: M + S = 11 consists of
8 field multiplications, 3 field squarings, 13 field additions,
and 6 field negations. Thus, the cost per one block is
(8x1M)+(3x0.8M)+ (13 x0.2M)+ (6 x0.1M) = 13.6M.

Consider atomic block that allows to compute both point
doubling and point addition, we simply think of it as the
average of these two patterns. Therefore, the average cost
is computed as 1(12.6M + 13.6M) = 13.1M. Now, we can

2
roughly say that one block of our atomic pattern is sufficient
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# 3 Mixed point addition using pattern 2: M + S =11
Input: P, = (X1,Y1,721), P2=(X2,Y2,1)
Output: P3 = (Xg,Yg, Zg) =P+ P

Ty <—X1, TQ(—Yl, T3<—Z1
Ty < XQ, Ts + Yo
Tg = T3 (z3) T7 = T4 X T7 (-8%)
Ty =Ty X Tg (X223) Te = T + 17 (a?-p3-x18%)
Ty = =T (=X1) *
Ty =Ty + Ty B =1 Te = T1 + T (X3) =3
T; = T} 8% Ty =T + Tg (x3 — x18%)
Te = T3 X Tg (z3) *
Ts = T5 X Tg (v22}) *
Ty = —T3 (=Y1) Ty =-T1 (x18% = X3)
Ts = T2 + Tp [CORNE Ts = T1 X Ty (a(X182 — X3))
* Ty =Ty x T7 (v18%)
Tg = T2 (a?) *
Ty =Ty x Ty (-X182) *
Ty = —T7 (-82) Ty = —To (-v183)
Tg = Ty + Tg (a2 — x182) Ty = To + T (Y3) =4
*
T3 = T3 x Ty (218 = Z3)

*1:XoZ2 — X1 =8 w3:a2 - g3 —2x,82 = X3

*2: Y2} — Y] = a w4t a(X182 — X3) — Y183 = VY3

to compute either point doubling or point addition. Regard-
ing NAF representation, average cost per bit to compute
left-to-right scalar multiplication using our atomic patterns
is 13.1M + 1(13.1M) = 17.46 M. Comparing this cost to the

previous result, we achieved an improvement of 1.36%
4. Two-Pattern Sequence

Giraud and Verneuil [3] proposed new atomic patterns
right-to-left scalar multiplication for embedded devices.
They described that in embedded devices the cost of field
addition could not be neglected and the ratio between mod-
ular addition and modular multiplication (A/M) could be as
large as 0.3. Due to the non-negligible cost of field addition
and the fact that three extra field additions were required
for each S-M trade-off [2], they thought that the trade-off
was unprofitable.

However, we examined their patterns and found that there
were many dummy field additions in point addition pattern.
We also noticed that in their doubling pattern, they used 6
field multiplications and 2 field squarings (6M + 25) instead
of 4 field multiplications and 4 field squarings (4M + 4S) as
are commonly used. This means that some field squarings
were unnecessarily replaced by field multiplications. Please
note that they used modified Jacobian projective coordinates
for point doubling, and they merged field negation and field
addition into field subtraction. We also followed their set-
ting.

Our idea is to utilize those dummy operations for three ex-

tra field additions so that S-M trade-off can still be profitable.
We observed that the number of field multiplications plus
field squarings needed for point addition is twice as many
as for point doubling, i.e., 16 and 8. Hence, the number of
atomic blocks required for point addition is two times that
of point doubling. If S-M trade-off is applied to point addi-
tion, the number of field multiplications and field squarings
required would change to 11 and 5 respectively. Since 11 and
5 are obviously not even numbers, we can not simply express
atomic blocks for point doubling as half the number of the
atomic blocks for point addition.

To cope with this problem, we defined two atomic pat-
terns, that is, one containing 5 field multiplications and 3
field squarings (5M + 3S) and the other containing 6 field
multiplications and 2 field squarings (6M + 25). We shall
now refer to as pattern 1 and pattern 2 respectively. It
is trivial to see that point addition can be expressed us-
ing the combination of pattern 1 and pattern 2 because
(56M + 3S) + (6M + 2S) = 11M + 55 which is exactly the
same number of field multiplications and field squarings re-
quired. It is also possible to express point doubling using
either pattern 1: 5M + 35 or pattern 2: 6M + 2S5 because
point doubling requires 4M + 45 and field squaring can al-
ways be executed using field multiplication.

Since we now have two different atomic patterns, in or-
der to withstand the simple SCA, it is necessary to ensure
that sequences of these two patterns reveal no information
related to which patterns belong to which point operations.
One solution is to use pattern 1 and pattern 2 alternately
regardless of what point operation is being executed. Figure

2 illustrates the idea of alternately switching two patterns.

<-DBL—><——ADD———><—DBL—><-DBL—><—DBL—><——ADD———
‘ 5M+3S EEMQ% 5M+3S E}M+ZE§ 5M+3S E_G/M+ZS§ 5M+3S §6M+2/S§

2 Using two patterns alternately regardless of what point op-

eration is being executed to prevent simple SCA

In this way, point addition must be able to begin its exe-
cution with either pattern 1 or pattern 2. As a consequence,
the following atomic patterns are required:

e Point doubling using 5M + 35

e Point doubling using 6M + 2S

e Point addition using 5M + 35 then 6 M + 25

e Point addition using 6 M + 25 then 5M + 35

We shall now present our new atomic patterns for the
above four cases. Table 4 shows the atomic patterns for
point doubling. Table 5 shows the atomic pattern for point
addition using pattern 1: 5M + 35 then pattern 2: 6M +2S.
Table 6 shows the atomic pattern for point addition using

pattern 2: 6M 4 2S5 then pattern 1: 5M + 3S. Again, %
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indicates dummy operations.

# 4 Two atomic patterns for point doubling
Input: P = (X1,Y1,21,Wh)
Output: 2P = (X2, Y2, Z2, W)

T1 %Xl, TQ(*Y]_, T3<—Z1, T4<—W1
Pattern 1: 5M + 35 Pattern 2: 6 M + 25
T5 = T} x?) 1| 75 = Tf x?)
Tg =Ty + Ty  (2Y7) 2 | Tg =Ty +Ty (2Y7)
T3 = T3 x Tg  (2Y12Z] = Z3) 3 | Ty =Tg xTg (2Y12] = Z3)
T =Ts5 +T5  (2X}) 4| Tr=Ts+T5 (2X9)
Ty =Ty x Tg  (2Y{) 5 | To =Ty x T  (2Y7)
Tg =Ty +To  (4YP) 6 | To=To+ Ty  (4YP)
Ty = T3 (av{) 7T | Ty =Ty xTg (8Y{ =)
Ty =Ty + Ty  (8Y{ =~) 8 | Ts = Ts + T7  (3X3)
Ts =T5+T7  (3X}) 9 | T5 =T5+ Ty (BX{+W1=a)

Ts =Ty +Ts (BXF+Wp=a)| 10

T; = T2 (a?) 11| 77 = T2 (a?)

Te =Ty x T (4X1Y{ = B) 12 | T =T; x Tg  (4X1Y{ = B)
Ty =Ty +Tqy (2W7) 13| Ty =Ty +Ty (2W7)

Ty =T7 —Tg (- B) 4| Ty =Ty —Tg (a2 —B)

Ty =Ty xTy (29W] = Wp) 15 | Ty =Ty x Ty (29Wy = Wy)

Ty =T7 —Tg (a2 —28=2Xp) |16 | Ty =T7 —Tg (a2 —28 = Xo)
Te =T —T1 (B — X2) 17| T7 =Tg —T1 (B — X3)

Tg = Ts x Tg (a(B — X2)) 18 | T5 = T5 x Ty (a(B — X3))

Ty =Tg — Ty (Yp) *1 19 | Ty = T5 — Ty (Yp) *2

*1:a(f — Xg) — 8Y{ = Yy %2 a(f — Xg) — 8Y{ = Yy

Note that the differences between patterns 1: 5M + 35
and pattern 2: 6M + 2S5 are at step 7 and 8. Field squaring
at step 7 and field addition at step 8 of pattern 1: 5M + 35
are combined to field multiplication in step 7 of pattern 2:
6M +28S.

Again, we used NAF representation and assumed the cost
of field operation to be A/M = 0.2 and S/M = 0.8. With
these assumptions, average cost per bit to compute scalar
multiplication using their atomic patterns is 16M [3].

In our atomic patterns, there are 5 field multiplications,
3 field squarings, and 11 field additions in pattern 1 and 6
field multiplications, 2 field squarings, and 10 field additions
in pattern 2. Under the above assumption, cost per pattern
for both patterns is 9.6M. One pattern is needed for point
doubling while two are needed for point addition. Therefore,
the cost for point doubling and point addition are 9.6 M and
19.2M respectively. With NAF representation, average cost
per bit to compute scalar multiplication using our atomic
patterns is 16 M.

The reason our average cost per bit equals to theirs even
though we traded one field squaring for one field multiplica-
tion is that using 5 field multiplications for point doubling
resulted in an extra field addition required, that is, 11 field
additions are needed instead of 10. Thus, 0.2M gained from
S-M trade-off was used up for the extra field addition.

# 5 Addition using pattern 5M + 3S then 6 M + 25
Input: P, = (X1,Y1,21), P2=(X2,Y2,22)
Output: P3 = (Xg,Y3,Z3) =P+ P

Ty (—Xl, TQ(—Yl, T3<—Zl
T4<—X2, T5<—Y27 Te < Zo

Pattern 1: 5M + 35 Pattern 2: 6M + 25
T7 = T (z9) T7 = T? (ap?)
Tg = T3 + Tg (Z1 + Z2) *
Ty =Ty X Ty (X22%) Ty = Ty X Tg (v123)
* Ty = Ty — Ta (a) =4
T3 = T3 x Ty (z3) T) =T x Ty (ax42382)
* Ts = Ts + Ts (2a)
Ty = T (z3) Ty = Ty x Ty (483)
* T3 = Ty + Ty (883)
* Tg =T + T (8x1238%)
*
Ty = T§ ((Z1 + Z3)2?) Tg = T2 (4a2)
Ty =Ty x Ty (x123) Ty = Ty x T3 (8Yy 238%)
Tg = Tg — Ty (*1) Tg = Tg — T (402 — 4p3)
Tg = Tg — Ty (22129) =2 Tg = Tg — Ty (X3) *5
Te = Te x Ty (z3) Tg =Ty X Tg (221228 = Z3)
Ty =Ty — T B) =3 Ty =T1 - Tg (4X1 232 - X3)
Ty =Ty + Ty (28) *
Ts = T3 x Ty (Y223$) Ts =Ty x Ts (%6)
* Ty = Ty — To (Y3) =7
*1: (21 + 22)2 — 73 %4 :YoZP — Y125 =

%21 (Z1 + Z9)2 — 2z} — 23 = 2212y  x5:4a® —4p% —8X,23p8% = X3
«3: XoZ2 — X122 =58 %6 : 20/(4X1 2262 — X3)

*7:20(4X1 2262 — X3) —8Y1 2383 = v3

However, our atomic patterns are still profitable if the cost
of field addition plus field squaring is less than that of field
multiplication, that is, S + A < M. According to[3], the
A/M ratio on smart cards with crypto-coprocessor is less
than 0.2 when the bit-length used is not shorter than 320.
In other words, our atomic patterns show improvement when
using at least 320-bit scalar. Table 7 shows the improvements

according to the bit-length used.
5. Special Case Point Operation

Longa and Miri [2] proposed new atomic patterns for the
special case of a = —3. Their atomic structure for traditional
scalar multiplication, namely, involving only point doubling
and point addition was S-N-A-M-N-A-A. This structure com-
posed of 1 field multiplication, 1 field squaring, 3 field addi-
tions, and 2 field negations. For scalar multiplication involv-
ing point tripling, their atomic structure was S-N-A-A-M-N-
A-A. This structure had one more field addition, that is, 1
field multiplication, 1 field squaring, 4 field additions, and 2
field negations.

We studied their atomic structures and found that there
were 4 dummy negations in point doubling and 5 dummy

negations in point addition. We also observed that they used



# 6 Addition using pattern 6 M + 2S then 5M + 35
Input: P, = (X1,Y1,21), P2=(X2,Y2,22)
Output: P3 = (Xg,Yg, Zg) =P+ P

Ty <—X1, TQ(—Yl, T3<—Z1
T4<—X2, Ts <—Y2, Te < Zo
Pattern 2: 6M + 25 Pattern 1: 5M + 38
T, = T (2%) T3 = T3 (48?)
Tg = T3 + Tg (Z1 4+ Z2) Ts = Ts5 + Ts (2a)
Ty =Ty X T7 (x223) Ty =T1 XT3 (4x12382)
* Te =T1 + T1 (8x12382)
T3 = T3 x Ty (z3) T3 = T3 x Ty (4p3)
* Ti9 = T3 + T3 (883)
Ts = T3 x T (v22$) Tg = T3 (21 + 22)?)
* Tg = Tg — Ty (*3)
* Tg = Tg — Ty (2Z1Z5) 4
*
Ty = T (z3) T; = T2 (4a2)
T) =Ty x Ty (x123) Ty =Ty x Ty (8Yy258%)
Ty =Ty — Ty B) 1 Ty = Ty — Ty (402 — 4p3)
T3 =Ty + Ty (28) Ty = Ty — Tg (X3) *5
Te = Te x Ty z3) Tg =Ty X Tg (221228 = Z3)
* Ty =T - Ty (4X1 2352 - X3)
* *
Ty = Ty x Tg (v123) Ts =Ty x Ts (%6)
Ts = T5 — T3 (a) x2 Ts = T5 — Ta (Yz) =7
*1: X922 — X123 =8 %3 : (21 + 22)? — 7}
%2 YpZP — Y125 = a w41 (21 + 29)% — 2§ — 23 = 22,25

%5 :4a? —4p3 — 8x, 2282 = X3
%6 : 20/(4X1 2282 — X3)

*T:20(4X1 2382 — X3) — 8y 2383 = v3

# 7 Improvement of atomic pattern for right-to-left scalar mul-

tiplication corresponding to bit-length used

Cost per bit

Bit-length A/M Improvement
3] Our results
320 0.16 15.33 15.3 0.22%
384 0.13 14.83 14.78 0.39%
512 0.09 14.17 14.08 0.65%
521 0.09 14.17 14.08 0.65%

4 and 6 atomic blocks to express point doubling and point
addition respectively.

After carefully examining the number of field multipli-
cations, field squarings, field additions, and field nega-
tions required for each point operation, we discovered that
those operations can be rearranged so that point doubling
and mixed point addition use 4M + 4S5 + 12A + 4N and
6M 4+ 6S + 17A 4+ 6N field operations respectively. For this
reason, we introduce new atomic patterns for the traditional
scalar multiplication consisting of 1 field multiplication, 1
field squaring, 3 field additions, and 1 field negation, that is,
having the structure S-A-N-A-M-A.

For point tripling, we found that it could be expressed us-

ing TM +75+23A+7S field operations. It is easy to see that

if each block composed of 1 field multiplication, 1 field squar-
ing, 3 field additions, and 1 field negation, eight blocks would
be required to compute point tripling. Moreover, there exists
dependency among field operation sequences. That is, some
certain operations must be computed before some certain op-
erations. As a consequence, eight blocks were unavoidably
required.

Our atomic structure for scalar multiplication involving
point tripling has a structure of S-A-N-A-M-A-A. Note that
there is one more field addition compared to the structure
involving only point doubling and point addition.

Table 8, Table 9, and Table 10 show the atomic patterns
for point doubling, point addition, and point tripling respec-

tively.
# 8 Atomic point doubling
Input: P = (X1,Y1,21)

Output: 2P = (X2, Y2, Z2)

T1 (—Xl, TQ(—Y]_, T3%Z]_

Ty = T3 (z%) Tg = T2 (a?)

Ts =T + Ty (X1 +29) Te = Te + T7 (a2 - B)

Ty = —Ty (-2} Ts = —=Ts (—a)

Tg = Ty + Ty (X1 — 23) Tg = Tg + T7 (a2 =28 = X3)
Ty = Ts X Tg (x? -z T3 = Ty X T3 (Y121)

Tg = Ts + Ty (2(x% - z}) T3 = T3 + T3 (2Y121 = Z9)
T, = T3 (vd) Ty =T} (av{h)

Ty =Ty + Ty (2vP) Ty =Ty + Ty (8Y{)

Ty = =T (=X1) Ty = —Ty (—8v{)

T, =T, + Ty (—2X1) T, = Tg + Ty (X9 —B)

T7 =Ty X Ty (=B) =1 T5 =Tp X Tg (a(B = X3))
Ts = Ts + Tg (o) %2 Ty =Ty + Ts (Yz) «3

#1: —4X YE = -8 %3 a(f — Xg) — 8Y{ = Yp
«2:3(X? - z}) = «

Atomic structure for scalar multiplication involving only
point doubling and point addition proposed by Longa and
Miri [2] is S-N-A-M-N-A-A. On the other hand, our new
atomic structure is S-A-N-A-M-A. That is, we reduced one
field negation for each block. To express point doubling
and point addition, four and six atomic blocks are required.
Therefore, we removed the total of four and siz field nega-
tions for computing point doubling and point addition.

For scalar multiplication that involves point tripling, their
atomic structure is S-N-A-A-M-N-A-A. Our atomic struc-
ture is S-A-N-A-M-A-A. In other words, we removed one
field negation for each block. Four, six, and eight atomic
blocks are required to express point doubling, point addi-
tion, and point tripling respectively. Hence, we decreased
four, sixz, and eight field negations for computing point dou-

bling, point addition, and point tripling respectively.
6. Conclusion

Side-channel atomic block has previously been proposed as

a countermeasure for side-channel analysis. However, many

— 7 —



7 9 Atomic point addition
Input: Py = (X1,Y1,21), P>=(X2,Y2,1)
Output: P3 = (X3,Y3,Z3)=P1 + P
T+ X1, T+ Y, T3+ Zy

# 10 Atomic point tripling
Input: P = (X1,Y1,71)
Output: 3P = (X2, Y2, Z2)
T+ X1, To+ Y, T3+ 723

Ty X2, T5 4+ Yo, Y22 is pre-computed Ty = T3 (z3) Ts = T2 (0 — w)?)
Tg = T3 (z3) T3 = T3 (Z1 + B)?) Ts =Ty + Ty (X1 + 23) T, =T + T, (2X1)
Ty =Ty + T3 (2Y7) T3 =T3+ Ty (2218 = Z3) x4 Te = —Ty (-2} T7 = =Ty (—6% — w?)
T, = —-T1 (=X1) Ty = —Ty (=8) T7 =Ty + Tg (X1 —2%) Ty =Ty +T1 (4X7)
* Tio =T1 + Ty (—4X18%) * Ty =T1 X Tg (4x1w?)
Ty =Ty X Tg (X223) Ty =Ty X Ty (—283) Ty =Ty + Ty (2Y7) Ts = Ty + T7 (—20w = —2a) * 3
Ty =Ty + Ty B) =1 Ty =Ty +Ty (—483) * *
T; = T} (82) Ty = T (z$) Tg = T3 (av?) Ty = T3 16y = 28)
Tg = Tg + T7 (2% + 8% Ty =Tio+ Ti0 (—8X18%) Tg = Tg + Ty (8Y§) Te = Ts5 + Ty (28 — 2a)
Tg = —T3 (=2Yy) T7 = =Ty (-z$) T3 = —T3 (=21) T7 = —Tg (200 — 2B)
T7 =T7 +T7 (282) Ts = T5 + T7 (2a) x5 T10 = Tg + Tg (12v{) Tg = Tg + Ty (16v7)
Tg = T3 X Tg (z3$) Ty =Ty X Ty (—8Y183) T5 = T5 x Ty (x3 -z} Tg = Tg x To (167 (28 — 2a))
T5 = T5 + T (Y2 + 23) Ty =T+ Ty (—4p% —8x18?) T7 =T5 + Ts @xi-zt) | | T1=T1+Ty (X3) x4
T5 = T2 (Y2 + 2$)%) Tg = T2 (4a?2) Ts5 = T5 + T7 (0) *1 *
Ts = Ts — Y3 (%2) Tg = Ty + Tg (X3) 6 T; = T2 (62) T3 = T3 (21 + w)?)
Tg = —Tg (7% - 62%) Ts = —Ts (—2a) Ty =Ty + T2 (4Y7) Te¢ = T + Tg (48 — 2a)
Ts = Ts + To (+3) T = Tg + T10 (+7) T19 = —Tig (—12v2) Ty = —Ty (-23 — w?)
Ty =T1 X Ty (—2x162%) Ts =Tp X Ts (x8) Ty =Ty + T2 (8Y7) T3 =T3+ Ty (221w = Z3)
Tg = Ty + Ty (21 + B) Ty = Ty + T5 (Y3) %9 T19 = T1 X T1g (—12X1Y]) Tg = Tg X Tr (%5)
*1:XoZ? — X1 =8 %4: (21 +8)2 -2} -2 =228 Ti9 = T7 + T1o (—w) =2 Tg = Tg + T12 (%6)
x2: (Yo + 232 — v %5 : 2YpZ3 — 2Y] = 2a * *
«3: (Yo + 292 —vF 27y %6 : 402 — 483 — 8X 182 = X3 Tg = T3, (w?) (Ty = T3) (23)**
*7: X3 — 4X1 B2 Ty = Tg + T7 (62 + w?) (Ts = T1 +Ty) (Xo + 23)**
*8 : 2a(4X1 82 — X3) Ty, = —Tig (w) (Tg = —Ty) (—z3)**
%9 : 2a(4X1 82 — X3) — 8Y18% = v3 Ty =Ty + Tg (23 + «?) (T7 = Ty + Tg) (X — Z3)**
T12 = Tg x T10 (—w®) Ty =T x Tg (Y2) =7
dummy operations were introduced to make the overall pro-
. . ) T3 = T3 + T1g (=21 —w) (Tg = Tz + T2)  (2Y2)*"
cess appeared as a sequence of identical atomic blocks. To Ts = T+ Ty 0w .
deal with this problem, we introduce the idea of two-pattern s1ia(x2-zdy =0 03 (0 — )2 — 62— w? = 20w
atomic block and ahead computation. %2162 12X Y2 = —w *4 1 16Y2(28 — 2a) + 4X w2 = Xg

Two-pattern atomic block is a technique of using two pat-
terns together in a systematic way to still preserve the prop-
erty of indistinguishability observed from side-channel. By
increasing the choice of patterns, we decreased the number
of dummy operations required to balance each atomic block.

Ahead computation is a technique of bringing operations
in following blocks into previous blocks and computing them.
“Bringing operations into previous blocks” can be done by
either replacing dummy operations or rearranging operations
sequences.

With these two techniques, we successfully reduced a num-
ber of operations required to compute scalar multiplication.
This result can be applied to many scalar multiplication re-
lated algorithms.
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